
CONTINUOUS SECURITY ENABLES BETTER HIPAA COMPLIANCE

“We’re as vulnerable as our most gullable employee” - 
Beth Israel Deaconess Medical Center (BIDMC) CIO John Halamka

SOLUTION GUIDE

Complying with HIPAA and HITECH technical requirements 
while safeguarding Electronic Protected Health Information 
(ePHI) shouldn’t have to be complex or place additional 
burdens on staff and budget. You need a solution that can 
monitor on-site and cloud-agnostic virtual environments, 
one that effectively manages day-to-day challenges, one 
that helps you protect your reputation.  Cavirin automates 
technology based HIPAA security best practices and re-
ports exceptions to minimize the chance of operational risk 
and breaches.

The nature of the threat is changing, and criminals have 
moved on from email passwords and credit card numbers 
to PHI, for obvious reasons.  Non-compliance – open-
ing yourself and your customers to breach – can result in 
devastating consequences.  We’ve all read of the tens of 
millions of medical records compromised, with yearly im-
pact in the billions of dollars. Criminals realize that they can 
now build a complete profile of a target, with health records 
a critical, permanent piece of the puzzle.   

In one case, a US health insurer experienced a data breach 
of millions of patient (PHI) records, with a direct cost of only 
4% but a total exposure of $1.68 billion!   (Beneath the Sur-
face of a Cyberattack”, Deloitte, 2016.). 

Looking at the broader picture, in 2014 medical identity 
theft increased by 22%, and it continues to grow. This costs 
the industry over $12 billion annually, all unbudgeted, and 
it also impacts brand equity, with 60% of a breach victim’s 
customers thinking about leaving. Half of these do. Breach-
es hit the bottom line in another way as well, with the 
penalty for HIPAA compliance violations a maximum of $1.5 
million per incident (HIPAA Omnibus Rule).

HIPAA – The Health Insurance Portability and 
Accountability Act of 1996 is United States leg-
islation that provides data privacy and security 
provisions for safeguarding medical information. 
When describing HIPAA most are referring to 
Title II’s Security Rule, which defines the admin-
istrative, physical, and technical safeguards re-
quired. It also requires healthcare organizations 
to implement secure electronic access to health 
data and to remain in compliance with privacy 
regulations set by HHS.  In implementing tech-
nical safeguards, entities must strike a balance 
between identifiable risks and vulnerabilities to 
ePHI, the cost of protective measures, and their 
size, complexity, and capabilities.

ePHI - Electronic protected health information 
refers to any protected health information (PHI) 
that is covered under HIPAA security regulations 
and is produced, saved, transferred or received 
in an electronic form.

HiTrust – The HiTrust Alliance has created a 
security framework that incorporates best 
practices and recommendations from NIST, 
HIPAA, and other regulations and frameworks 
into one uniform framework.  About 80 percent 
of hospitals and insurance companies use this 
framework.

HITECH – The Health Information Technology 
for Economic and Clinical Health Act concerns 
the responsibilities of business associates of 
covered entities.   It was partially designed to 
encourage the adoption of Electronic Health 
Records.  HITECH is not directly related to 
HIPAA but does state that by implementing 
HITECH, the entity cannot compromise HIPAA, 
and that entities implementing HITECH must 
have performed an HIPAA security risk assess-
ment, and strengthens enforcement of HIPAA 
rules.

https://www2.deloitte.com/us/en/pages/risk/articles/hidden-business-impact-of-cyberattack.html
https://www2.deloitte.com/us/en/pages/risk/articles/hidden-business-impact-of-cyberattack.html
http://searchhealthit.techtarget.com/definition/HIPAA-omnibus-rule-Health-Insurance-Portability-and-Accountability-Act-of-1996-omnibus-rule
http://searchcio.techtarget.com/definition/data-privacy-information-privacy
http://searchdatamanagement.techtarget.com/definition/compliance
http://searchsecurity.techtarget.com/definition/business-associate
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CHALLENGES

Healthcare organization face sometimes unique security challenges, and some common to other verticals.       
Employees visit from partner organizations, change roles, and are brought on temporarily.  Hospitals deploy medi-
cal devices that are harder to troubleshoot due to FDC regulations, but that are not hardened against attack.  

In one instance, a staffer clicked on an email link (user training!), which installed a worm.  The worm spread, and 
though it was eliminated from the network, its presence was missed on the ‘closed’ devices. Here, the worm 
opened a back door to the hospital. This requires new approaches and benchmarks that address new categories 
of hardware.

Criminals go out of their way to identify and steal laptops belonging to medical personnel, and a recent survey 
concluded that almost 70% of all healthcare data breaches were due to device theft or loss (Healthcare Breach 
Report from Bitglass).

A cyber risk services leader from Delotte & Touche described a case where a physician’s laptop containing PHI 
was stolen from his house. The laptop was encrypted, but the password was written on a sticky note attached to 
the device.  Given that it was written down, the password was probably complex, but it really didn’t matter. Oops.  
The HIPAA Security Rule guides behavior to avoid this.  At the endpoint, full encryption, remote wipe capabilities, 
and strong user management controls are therefore critical, not to mention user training and common sense.

The industry also faces more disturbing threats from other nations or their sponsored state enterprises.  This is 
high-stakes industrial espionage, where hackers have access to more sophisticated tools than those used for sim-
ple credit card hacks.  Given these threats, what is a good internal line of defense and what value does it deliver? 

THE CAVIRIN SOLUTION

It is easy to connect the dots between OS hardening, security analytics and protection, and the financial benefits. 
A continuous security assessment and remediation tool will help prevent or mitigate common threats that include 
ransomware, shadow IT, password disclosure, elevation of privilege, and loss of data due to breakdown in pro-
cesses. 

Cavirin can help ensure that the organization has implemented proper user controls, that it is encrypting critical 
data, and that it has in place proper data recovery and disposal procedures.  Cavirin can minimize the discovery 
and analysis time to determine the baseline security posture, resulting in quicker HIPPA audits, important when 
integrating new partners.  And, continuous monitoring and remediation identifies when the environment drifts from 
this known baseline, enabling IT to take immediate action.  

Cavirin’s open architecture permits interworking with other elements of the complete solution, such as endpoint 
protection, user identity and access management, and other components of the organization’s security footprint.  
Customization of security frameworks allows for the support of specialized hardware.  On-premise or in the cloud, 
Cavirin’s rich set of CIS, NIST, HIPPA, and cloud hardening benchmarks, coupled with automation, help healthcare 
organizations deliver a more secure experience for their customers, partners, employees, and investors.

ABOUT CAVIRIN
Cavirin provides continuous security assessment and remediation across physical, public, and hybrid clouds, supporting AWS, Mic-
rosoft Azure, Google Cloud Platform, VMware, KVM, and Docker.  The company’s solutions offer continuous visibility, are agentless 
and multi-tenant, and scale to the largest physical and virtual infrastructures.  They offer up-to-the-minute compliance  assessments, 
supplying audit-ready evidence as measured by every major regulatory and security best practice framework including CIS, DISA, PCI 
and HIPAA.  With Cavirin, companies are empowered to make the right decisions faster and de-risk their cloud migrations.

http://www.csoonline.com/article/2882052/data-breach/health-data-breaches-could-be-expensive-and-deadly.html
http://www.csoonline.com/article/2882052/data-breach/health-data-breaches-could-be-expensive-and-deadly.html

